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“17: “bool[]: true, false, false, false”

BT 5 S, 1l 1 AR e Y it 2y
ARGE RN A5 R OT 5 5 1 AERE, Wik 5 1
By R4

6 HERIE

ASCHR T — AT PRI fig 5 29 1 P
PR AR E AL RS, ARGHEAADN 9 &
P ERIR 2 R IR I AU I 28 v, P9 s N
DR Y5 R 2%, 1 PR RS R EA 7B 1 A
W A4 SR FEnT A, Py AR B AL 2 IX
el UL FTA Y S AW ARG UE, ST R e
SRSy, AR T B ANEY RIS N X
W AL T AR, AeeadHiasy
TrERHE, SR GAEE TIPS, —2&k
AWIATT B, JF HARR I A o e 4 s [\ 2P
17, PRUE TR RE R A TE &EW]: JoKk, B4
AT IR SR AR DB I B e b, iR T &5
CIBEN PRI E At

TR A S AL B R SRR P
63577 5 ARSI E I RN, InssEEAATRS
UAh, AT DU R s 3 2 B b S R G
(IPFS, interplanetary file system) %5 X HdE R4,
FEE AR R R EA S SO A% TIPFS Hds
Mk, AT BEARAZ 55 9l AL 2

S :

(1 #hE. BEWBM R REAADI]. DI ER, 2017, 1(3): 1-5.
SUN Y. Development trend of IoT industry in China[J]. Chinese Jour-
nal on Internet of Things, 2017, 1(3): 1-5.

[2] THS Markit. The Internet of things: a movement, not a market[R].
2017.

[3] TSITSIKLIS J N. Problems in decentralized decision making and

computation[R]. 1984.

[4] DUCHIJ C, AGARWAL A, WAINWRIGHT M J. Dual averaging for
distributed optimization: convergence analysis and network scaling[J].
IEEE Transactions on Automatic Control, 2011, 57(3): 592-606.

[51 SAYED A H. Adaptation, learning, and optimization over networks[J].
Foundations and Trends in Machine Learning, 2014, 7(4-5): 311-801.

[6] SUNDARAM S, GHARESIFARD B. Consensus-based distributed
optimization with malicious nodes[C]//53rd Annual Allerton Confe-
rence on Communication, Control, and Computing. IEEE, 2015:
244-249.

[77 WU S X, WAI H T, SCAGLIONE A, et al. Data injection attack on
decentralized optimization[C]//2018 IEEE International Conference on
Acoustics, Speech and Signal Processing (ICASSP). IEEE, 2018:
3644-3648.

[8] GENTZ R, WU S X, WAI H T, et al. Data injection attacks in rando-
mized gossiping[J]. IEEE Transactions on Signal and Information
Processing over Networks, 2016, 2(4): 523-538.

[91 GENTZ R, WAI H T, SCAGLIONE A, et al. Detection of data injec-
tion attacks in decentralized learning[C]//2015 49th Asilomar Confe-
rence on Signals, Systems and Computers. IEEE, 2015: 350-354.

[10] LI G, WU S X, ZHANG S, et al. Neural networks-aided insider attack
detection for the average consensus algorithm[J]. IEEE Access, 2020,
8:51871-51883.

[11] BOLOUKI S, NEDIC A, BASAR T. On the steady-state range of
averaging dynamics[C]/American Control Conference. IEEE, 2016:
6447-6452.

[12] KAILKHURA B, BRAHMA S, VARSHNEY P K. Consensus based
detection in the presence of data falsification attacks[J]. arXiv:1504.
03413, 2015.

[13] SU L, VAIDYA N. Byzantine multi-agent optimization: part I[J]. arXiv:
1506.04681, 2015.

[14] YAN Q, LI M, JIANG T, et al. Vulnerability and protection for distri-
buted consensus-based spectrum sensing in cognitive radio net-
works[C]//2012 Proceedings IEEE INFOCOM. IEEE, 2012: 900-908.

[15] WHEEH, 47, WPEEDT. B TRRAES a0 20 A7 A0 T mA I 5530 0T

RO WHHEPLCRE 5FE, 2015, 37(1): 78-83.
XIE JY, LI P, XIE G F. Study on the malicious nodes detection algo-
rithm based on feature nodes analysis[J]. Computer Engineering &
Science, 2015, 37(1): 78-83.

[16] Efk, #I°F, Stigh. BT b B H K WSN B =Y R i ik 5



2 Wk

FET X YRR

AL 24 1A I D 8 1 R AT 5 A7

« (60 o

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

VL] WEHL TR S BE, 2017, 38(5): 1142-1147, 1172.

WANG X, HU P, JING B. Malicious node filtering algorithm of wire-
less sensor network based on metric threshold decision[J]. Computer
Engineering and Design, 2017, 38(5): 1142—1147, 1172.
T, FAL, MR BETEESIGRM U B
F. RELREHETEAR, 2018, 40(3): 665-670.
JIW, LI B X, ZHENG B Y. Distributed international registration intru-
sion prevention scheme based on reputation and consensus[J]. Systems
Engineering and Electronics, 2018, 40(3): 665-670.

BOGNER A. Seeing is understanding: anomaly detection in block-

NETv

chains with visualized features[C]//International Joint Conference on
Pervasive and Ubiquitous Computing and Proceedings of International
Symposium on Wearable Computers. ACM, 2017: 5-8.

SHINDE K, TODKARI S V. Securing wireless sensor network against
pollution attack with block chain[J]. International Journal for Modern
Trends in Science and Technology, 2019: 2455-3778.

SILVA B N, KHAN M, HAN K. Internet of things: a comprehensive
review of enabling technologies, architecture, and challenges[J]. IETE
Technical Review, 2018, 35(2): 205-220.

CUI W, WU S, WANG Y, et al. A gossip-based TDOA distributed
localization algorithm for wireless sensor networks[C]//2nd Interna-
tional Symposium on Instrumentation and Measurement, Sensor Net-
work and Automation. IEEE, 2013: 783-788.

DIMAKIS A G, KAR S, MOURA J M F, et al. Gossip algorithms for
distributed signal processing[J]. Proceedings of the IEEE, 2010,
98(11): 1847-1864.

R, WHLES, £I, & BT Gossip HIAN Z MM ILE R
oA 52 Z Hms )], DU, 2019, 36(2): 88-94.

WU J H, XIE Y Z, WANG Y, et al. Distributed electronics trading
strategical off interconnected microgrids in islanding mode based on im-
proved gossip algorithm[J]. Modern Electric Power, 2019, 36(2): 88-94.
DAVIES R. The Internet of things opportunities and challenges[J].
European Parliamentary Research Service, 2015.

BILAL M. A review of Internet of things architecture, technologies
and analysis smartphone-based attacks against 3D printers[J]. arXiv:
1708.04560, 2017.

BOYD S, GHOSH A, PRABHAKAR B, et al. Randomized gossip
algorithms[J]. IEEE Transactions on Information Theory, 2006, 52(6):
2508-2530.

ohE A BB AT, XY A B (2019)[S]. 2019.

China Academy of Information and Communications Technology.
Blockchain white paper (2019)[S]. 2019.

NAKAMOTO S. Bitcoin: a peer-to-peer electronic cash system[R].
2019.

[29]

[30]

[31]

[32]

[33]

[34]

[35]

CACHIN C. Architecture of the hyperledger blockchain fabric[C]/
Workshop on Distributed Cryptocurrencies and Consensus Ledgers.
2016, 310: 4.

BUTERIN V. Ethereum white paper: a next generation smart contract
& decentralized application platform[J]. First Version, 2014, 53: 1-36.
SZABO N. Smart contracts: building blocks for digital markets[J].
EXTROPY: the Journal of Transhumanist Thought, 1996, 18(16): 2.
AURORA L. IDEX: a real-time and high-throughput Ethereum smart
contract exchange[S]. 2019.

MCCORRY P, SHAHANDASHTI S F, HAO F. A smart contract for
boardroom voting with maximum voter privacy[C]//International
Conference on Financial Cryptography and Data Security. Springer,
2017: 357-375.

FAWCETT T. An introduction to ROC analysis[J]. Pattern Recognition
Letters, 2006, 27(8): 861-874.

Ethereum Foundation. Solidity documentation: Release 0.4.12[R]. 2017.

(HEZ BT

BEA (1997- ), B, WHERITA, @I
KT s B TR B, FERaEsT
D7 RN L X B . BRI

SBERR (1982- ), g, WAdLsBMN, 1,
YR 2B BEE R Egﬁ)?nﬁluﬁjﬁﬁcﬂ
AR B IS I SE . 5G s Mg ek,
*Eﬂ: {n ﬁﬂﬁ%fﬁ l«t.ﬂ—o

ZRI5E (1991- O , Y, WMEHED)EN, &
YIERZE B+ 5F B TR A4, F5m
FROAl K Rl 3 RN €T vt k= RN ]
A HLARs 4%



